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Abstract-An online user shares his personal identities fikme, username, email address and contact det&ilgjuring

online social profile creation. As each user shaesertain
amalgamation these publicly available attributey ipe utilize

set of attributes on a particular sooialdia service, the
d to build a complete profile of theeuswhich can further

be exploited in product recommendation, online alagiarketing, crime influence analysis, etc. Talfthe user attributes
similarity in intra and inter social network enuimoent, we propose a framework which exploits thbliply available

cross-linked post present on the social networliig Twitter
determine the correlation among these featuregetixental
the same screenname and fullname, while the agcofaxact

and extracts the user's profile antivoek information to
results show that around 27% of Twitteers have chosen
username matching across the networksdat 92%.
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1. INTRODUCTION

An online user creates accounts on different sourdia

to interact with his friends and relatives. Eacbialomedia

is intended for its popular services, for exampietagram

for real-time visual information like photos andages,
Twitter for recent news and Facebook contain pexson
data like birthday, posts, etc. Such social mediaegates
revenue by mining the user-generated content lier u
interest, preference, the area of expertise, eicinstance,

we are getting ads about favorite items, moviesyetr
related, tours and travel-specific advertisemenisoar
email or even on the personal mobile too as
recommendations. One of the significant challeniges
how such information is recommended to a particutar
without his awareness. In the background, many such
activities are performed by the business orgarunatito
understand the behavior of the user communities by
analyzing users shared information on social media
services.

User identification across the social networks rhalp in
understanding the behavior and interest of the lpgop
which may further be exploited by the business and
advertising agencies to recommend a particular iera
user on his/her email id and personal mobile ph&ueh
recommended information can be used to improve the
business by sharing the personalized messagesnwithi
budget and economical as compared to the other
advertising agencies like TV channel and Newspagiers

Many online users often reveal their social account
information during an online conversation. Such
information is classified into username based imiz@tion

leakage and URLs based information leakage. Public
social media like Twitter provide information tosit
researchers for getting useful information by apialy
users publicly shared contents either in text suai form.

In this work, we retrieve user publicly shared infiation

on Twitter by using Twitter's API thereafter, wetraxted
screen names and name to understand the similarity
among the usernames and real-name. In the secase,ph
we matched the user-identity simply based on sereen
name and shared a cross-linked post on Twitter.

The main contribution of our works is as follows:

Firstly, we automatically extracted users' shared
information from Twitter via Twitter APl by
developing a query which gives cross network
information like "follow me on Instagram".

Then we filtered the screen-name and real-name
from the unstructured information.

After that, we matched the screen-name and real-
name of the users present on the Twitter extraayed
using only the following relationship available on
Twitter.

Finally, we match the screen names of the
corresponding to the social networks, a keyword lik
Instagram, Facebook, and Pinterest. For matching,
we only used the Levenshtein distance measure.
Such a result may help in finding the users'
relationship across social networks by utilizingith
network relationships.

2. RELATED WORKS
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Online social account matching is a well-investght
problem, in literature it is known by different nam
social identity matching [1], cross-platform sod@éntity
resolution [2] [3], social account mapping [4], use
identification across multiple social networks [ocial
network-based information can be classified intoe¢h

main categories; profile-based personal information

content-based personal information and the netwaded
personal information [6] [7]. During the initial aje of
social network research, researchers and praaitgon
prefer profile-based information to find identicakers
across different social networks. Profile-basedrimfation
includes username, real name, gender, locatioth-8ate,

contact numbers and addresses, such informati@n oft

filled by users during the online profile creatiprocess.
In paper [5], the authors used profile attributeame,
username, and location, to find the identical user®ss
Facebook and StudiV/Zwhile Goga et al. [7,11], utilized
profile attributes real name, username, locationd a
profile picture to find identical users across Teiit
Facebook and Googlé+ Malhotra et al. [8], applied data
mining techniques on two popular social networksitgs
Twitter and LinkedIn. They suggested that the usem

and name are the most discriminating features ef th

profile attributes or user identification. Peled at [9],

focused on profile-based features like a real name,

username, location, gender they applied machinailez
techniques to find the same user on Facebook and Xi
with better accuracy.

In the middle stage of the research, people utilitee
content-based approach to similar account acrosglso
media. The content-based approach includes uséragvr
style, posted content, and location-based featufes.
identify a user, Zheng et al. [10] have given arfeavork
which describes the use of the writing style oftiser as a
useful attribute to find a user as identical. Latéoga et
al. [11], used Geo-location based features prasadhe in
the tweets. Almishasri and Tsudik [12] also désexli a
method to identify a user using the writing styletioe

tag to find identical users across the social taggystem.
Jain and kumaraguru [3] make use of user profi@tent
and network attribute to resolve user’s identityoas
social media services.

3. PROPOSED FRAMEWORK

In this paper, we present structural design forr'sise
identity across social networks using cross-linkex$ts.
Let P be the posts shared by users on social nietior
(Twitter). Then the number of posts obtained thioweg
query Q be m and is represented by N can be
represented by (1).

Ni=Q(T(P)) @)
where, ¥i<m
Query »| Twitter
A 4
cross linked post
Username(Instagram) < (Instagram) > Screen-name(Twitter)

A

Instagram API Twitter API
A
Following Following
A
username Screenname
Name Name

> Matching <

L e e e e e e = =
Figure 1: Information Extraction using cross linksgs.

users. More recently, researchers have focused thei(8) Screen-name and name matching

interest towards network-based information. Naragad
Shmitikov [13] exploited a network-based approazidle-

anonymize users across different social networks.

Bartunov et al. [14] utilized the joint link attibes using a
conditional random field to find identical usersrass
Facebook and Twitter.

Further, Korula and Lattanzi [15] proposed an @ffit
reconciliation algorithm for user identification rass
social networks. More recently Zhou et al., pregubs
dynamic framework to identify users across sociadia
networks using friend relationship-based appro&dme
of the researchers exploited hybrid techniquesiémtify
users, in this context, lofciu et al. [16] combingibfile
attributes; name and username with content at&ibiser

Twitter is a text-rich microblogging social netwogkhich
contains both screen-name and real name to reprasen
user along with profile pics. In this work, firstye
understand the user's identity, the similarity m iatra-
network manner, after that, we check user identity
similarity across the social networks. To match tiser's
identity, we use three similarity measures, namely
Levenshtein, distance measures[17].

(b) Screen-name matching across the social networks

In this technique, we only utilized the usernamsaeen-
name to match the user's identity across the sttesh a
minimum number of attributes may help find large
numbers of identical users on two syntactically ikim
social networks like Instagram and Twitter. To nhathe
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user's identity across the social networks, we ardgrs
Levenshtein distance [17].

4. DATA COLLECTION AND EXPERIMENTAL
SETUP

To prepare a real-world dataset, we build a sejuefries
like "follow me on Instagram”, "Find me on Instagra
etc. to retrieve the relevant, personalized infaromafrom
Twitter. Thereafter, we retrieve a set of resultsd a
randomly selected only three posts to find the sisey
seed users. Thereafter, we exploit seed attriliategtract
users' network information like an outgoing relathip
(Following relationship) matching these attributes find
that a single seed user can contribute around &8 seed
users for further iteration. By using initially elmed three
users, we extracted only outgoing relationship. The
extracted data obtained is depicted in table 1.

Tablel. Dataset: Number of users on the social orétw

S. No. Social Network ~ Number of Following
connections
1 Twitter 188215
2 Instagram 55245

From table 1, it is found that for an ordinary sbci
accounts number users on Twitter is more than ¢insta.

Because Twitter's friendship network is unidirectib
while for Instagram it is bidirectional.

5. RESULT AND DISCUSSION

(a) Intra-network I dentity Matching

To find the users identity similarity in the intreetwork
environment, we matched the user's fullname angeser
name by applying Levenshtein distance. We performed
three successive experiments by selecting 10006.pai
From the observation of table 2, it is found theduad

Screer 1000(
name 2412
Name 10000
2 Screen- 2716
10000
name
3 Name 10000
Screen- 3016
10000
name

(b) Internetwork | dentity Matching

We randomly selected forty seed users and accelsed
following relationship and matched the usernameosscr
the social networks by using only Levenshtein dista
For seed profiles contain 33227 users on Twitteilevh
27445 users on Instagram. Matching these usenstitige
(username) using Levenshtein distance we foundliaé
users have exactly the same username while 43 us
have a similar username with one character in rdiffee
i.e distance is one. The results of the proposaahémwork
presented in equation Table. 3.

Table 3. Username based account matching results

S. Social Number No. of account
No. Networ k of with
Accounts Levenshtein
score
Zero One
1. Twitter 33227
1556 443
2. Instagram 27445

From the observation of table 3 it is obtained tha56
users have the same names across the site. Funtber,

27% of users have chosen the same fullname andg g ated the results in the real environment dtigined

username on Twitter. It is obtained that most ef pleople

on Twitter do not share the real name. But 27 peraser
put the same username/screen name with a real neene;
assumed them as authentic profile to match thesuser
across the social networks. Further, it is obsertret

that 91.35 % users have identical account across tw
popular social media services like Twitter and dgsam.
When we evaluated distinct username, then find the
accuracy around 45 % with a distance score one.

those people who have one word username or more

similar than the larger username size.

Table 2. Name and screen-name matching on Twitter

S. Twitter Number of M atched
No. attributes (Levenshtein
Distance)
1 Name 10000

6. CONCLUSION

In this research article, we proposed a framewonkatch
users account relevant information across sociaarés.
This framework utilizes the cross-link posts présen
Twitter and finds the seed users. Then, these sgserd to
obtain network relationships. Further, we matchedrs'
name and username present in the intra-network and
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internetwork environment. the user's identity oa fame
network and across the networks. We obtained tbat o

proposed method shows the 92% accuracy with zero[12]

scores and 45% similarity with one score.

[13]
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